Konfiguracja SSH — Linux

1. Pobieramy SSH, na egzaminie nie trzeba pobierac bo bedzie juz zainstalowany.

Activities [] Terminal ~ wto 07:05

‘ root@ls18: fhome/administrator

File Edit View Search Terminal Help
root@ls18: /home/administrator# apt install ssh
Czytanie list pakietdw... Gotowe
Budowanie drzewa zaleznosci
Odczyt informacji o stanie... Gotowe

h is already the newest ve n (1:7.6p1l-4ubuntu@.5).

tualizowanych, ® nowo instalowanych, ® usuwanych 1 2 nieaktualizowanych.

root@ls18: /home/administrator#

2. Wochodzimy do katalogu /etc/ssh i znajdujemy w nim plik sshd_confiq.

Activities [ Terminal ~ wto 07:15
mc [root@ls18]:fetc/ssh
File Edit View Search Terminal Help

—M [#]>7 r<— [home/administrator ———.[*]=>
5 azwa Rozmiar |[Czas modyfi||.n Nazwa Rozmiar |[Czas modyfi
o NADRZED [15.02 @7:05( (/.. NADRZED |24.01 16
moduli 553122 |11.08.2021 [ .cache 4096 |24.01 17.
ssh_config 1580 (11.08.2021 [ .config 4096 |24.01 17.
ssh_host_dsa_key 668|24.01 16:53||/.gnupg 4996 |24.01 16:
ssh_host~key.pub 599|24.01 16:53]||/.local 4096 |24.01 17:
sh_host~dsa_key 227|24.01 16: 53| | /Dokumenty 4096 |24.01 17:
_host~key.pub 171({24.01 16: 53| | /Muzyka 4096 |24.01 17:
L ~519 key 399|24.01 16: 53| |/Obrazy 4096 (24.01 17:
_host~key.pub 91|24.01 16:53||/Pobrane 4096 |24.01 17:
_host_rsa_key 1675|24.81 16: 53| | fPubliczny 4096 (24.01 17:
ssh_host~key. pub 391|24.01 16: 53| |/Pulpit 4096 |24.01 17:
_import_id 338|15.82 87:05||/Szablony 4096 |24.01 17:
fWideo 4096 |24.01 17.
.ICEauthority 1868 |15.02 7.
.bash_history 27|24.01 17:
.bash_logout 220| 4.04.2018
.bashrc 3771| 4.04.2018
.profile 807| 4.04.2018
.sudo_as~ccessful 0]24.01 16: 54

sshd_config NADRZED
2006M/9003M (22%) 2006M/9603M (22
Porada: ustawienie zmiennej CDPATH moze oszczedzic¢ pisania przy cd.
root@ls18: fetc/ssh# I
] 2 3 4 6 7i 8 9 10




3.

Zmiana portu

Usuwamy # przed Port i podajemy numer portu, na ktérym ma dziatac¢ ustuga.

Activities [ Terminal ~ wto 07316 SO~

‘ mc [root@ls18]:/etc/ssh [ ]
File Edit View Search Terminal Help
GNU nano 2.9.3 etc/ssh/sshd config Modified

Port 2200

=
©
B
A

We Get Help WY Write Out WY Where Is W Cut Text Wl Justify
W Exit Wil Read File Wl Replace WY Uncut Text (g To Spell

Restartujemy ustuge i sprawdzamy czy ustuga dziata na zmienionym porcie. Jak widaé na
domysinym porcie potaczenie zostato odrzucone, a na nowym porcie dziata.

Activities [J Terminal » wto 11:36

$s administrator@ls18: ~
File Edit View Search Terminal Help

root@ls18: /home/administrator# ssh administrator@10.0.0.1

ssh: connect to host 10.0.0.1 port 22: Connection refused
root@ls18: /home/administrator# ssh administrator@1©.0.0.1 -p 2200
administrator@l0.0.0.1's password:

Welcome to Ubuntu 18.04.6 LTS (GNU/fLinux 4.15.0-167-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Tue Feb 15 11:36:07 UTC 2022

System load: 0.46 Processes: 242
Usage of f: 79.1% of 8.79GB Users logged in: 1

Memory usage: 55 IP address for enpfs3: 10.0.0.1
Swap usage: IP address for enpOs8: 10.0.3.15

* Super-optimized for small spaces - read how we shrank the memory
footprint of MicroK8s to make it the smallest full K8s around.

TECLD

https://ubuntu.com/blog/microk8s-memory-optimisation

2 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

New release '20.04.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Mon Jan 24 16:53:57 2022
administrator@lsis:~S I



Maksymalna ilos¢ préb do zalogowania

5. W pliku konfiguracyjnym znajdujemy zakomentowang opcje #MaxAuthTries, usuwamy # i
ustawiamy ilos¢ prob.

Activities ] Terminal v wto 11:36
mc [root@ls18]:/fetc/ssh

s File Edit View Search Terminal Help

GNU nano 2.9.3 etc/ssh/sshd config

MaxAuthTries 2

WY Get Help WY Write out @Y Where Is gl Cut Text s Justify WY Cur Pos
R Exit Wil Read File @} Replace MY Uncut Text ] To Spell Wl Go To Line

6. Restartujemy ustuge i sprawdzamy czy dziata odpowiednio.

Activities ] Terminal wto 11:36
* root@ls18: /home fadministrator

File Edit View Search Terminal Help

root@lsi18: /home/administrator# ssh administrator@l®.0.0.1 -p 2200
administrator@l0.0.0.1's password:

Permission denied, please try again.

administrator@10.0.0.1's password:

Received disconnect from 10.0.0.1 port 2200:2: Too many authentication failures
Disconnected from 10.0.0.1 port 2200

root@ls18: /home/administrator#

sEPON A




Zezwolenie na potaczenie danym uzytkownikom

7. W pliku konfiguracyjnym dopisujemy linie AllowUsers i podajemy uzytkownika/éw, ktérzy
bed3a mogli sie potaczyé.

Activities ] Terminal v wto 11:38
. mc [root@ls18]:fetc/ssh
‘s File Edit View Search Terminal Help

)

MaxAuthTries 2

AllowUsers administrator szefl

Wrote 124 lines
e Get Help WY Write out @U Where Is By Cut Text Wl Justify e Cur Pos
W Exit Wi Read File [@Y Replace WY Uncut Text @il To Spell Wl Go To Line

8. Restartujemy ustuge i sprawdzamy czy dziata odpowiednio.

Activities [ Terminal = wto 11:38

$$ root@ls18: fhome fadministrator
File Edit View Search Terminal Help
root@ls18: /home/administrator# ssh szef@10.0.0.1 -p 2280
szef@10.0.0.1"'s password:
Welcome to Ubuntu 18.84.6 LTS (GNU/Linux 4.15.0-167-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System load: 0.69 Processes: 243

Usage of /: 79.1% of 8.79GB Users logged in: 1

Memory usage: 55 IP address for enpfs3: 10.0.0.1
Swap usage: 0% IP address for enp@s8: 10.0.3.15

* Super-optimized for small spaces - read how we shrank the memory
footprint of Microk8s to make it the smallest full K8s around.

https://ubuntu.com/blog/microk8s-memory-optimisation

. System information as of Tue Feb 15 11:38:53 UTC 2022
o

&a

2 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

New release '20.04.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Tue Feb 15 11:34:01 2022 from 10.0.0.1
szef@ls18:~5 exit

logout

Connection to 10.0.0.1 closed.

root@lsi8: /home/administrator#




Activities ] Terminal « wto 11:39

s root@ls18: /homefadministrator
File Edit View Search Terminal Help

root@ls18: /home/administrator# ssh student@le.0.0.1 -p 2200

student@l®.0.0.1's password:

Permission denied, please try again.

student@l®.0.0.1's password:

Received disconnect from 10.0.0.1 port 2200:2: Too many authentication failures
Disconnected from 10.0.0.1 port 2280

root@ls18: /home/administrator# I
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Blokowanie potaczenia danym uzytkownikom

9. W pliku konfiguracyjnym dopisujemy linie DenyUsers i podajemy uzytkownika/éw, ktérzy
nie beda mogli sie potaczyc.

Activities [ Terminal = wto 11:45
mc [root@ls18]:/etc/ssh

* File Edit View Search Terminal Help
GNU nano 2 3 etc/ssh/sshd co

| — |
=

H
MaxAuthTries 2

DenyUsers szef

Get Help Write Out Where Is Cut Text Justify Cur Pos
W4 Exit @il Read File @AY Replace WY Uncut Text @il To Spell Wl Go To Line

10. Restartujemy ustuge i sprawdzamy czy dziata odpowiednio.

Activities [] Terminal ~ wto 11:40
$$ student@ls18: ~
File Edit View Search Terminal Help

/| fadministrator# systemctl restart ssh

. inistrator# ssh szef@0.0.0.1 -p 2200
again.

@ P.1's password:
Received disconnect from 10.0.8.1 port : :2: Too many authentication failures
Disconnected from 10.0.0.1 port 2200
trator# ssh student@le.0.0.1 -p 2260
student@l@.0.0.1's password:
Welcome to Ubuntu 18.84.6 LTS (GNU/Linux 4.15.0-167-generic x86_64)

mentation: https://help.ubuntu.com

* Management: https:

# 3 https:
| — |
V-3

Processes:

Users logged in:

IP address for enp@s
Swap usage: 3 IP address for enp@s

‘? ) - Super -optimized for small spaces - read how we shrank the memory
footprint of MicrokK8s to make it the smallest full K8s around.

https: //ubuntu.com/blog/microk8s -memory-optimisation

2 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Mew release '20.84.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

: Tue Feb 15 08 from 10.8.0.158




Zezwolenie na potgczenia danym grupom

11. W pliku konfiguracyjnym dopisujemy linie AllowGroups i podajemy grupe/y, ktére beda
mogly sie potaczyc.

Activities [Z] Terminal ~ wko 11:50

s root@ls18: /home fadministrator

File Edit View Search Terminal Help
root@ls18: /home /administrator# cat /etc/group | grep 100
users: H

administrator:x:

szkola:x:
root@ls18: /home/administrator# cat /etc/passwd | grep user
cups-pk-helper:x:113:120: for cups-pk-helper service,,,:/home/cups-pk-helper: fusr/
sbin/nologin
hplip:x:123:7:HPLIP system ,ssifvarfrunfhplip:/bin/false
] 004:1007:,,,:/home/ 1:/bin/bash
2: 085:1006:,,,: /home/ 2:/bin/bash
root@ls18: /home /administrator#

&
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Activities [ Terminal = wto 12:11
mc [root@ls18]:fetc/ssh

s File Edit View Search Terminal Help
GNU nano 2.9.3 Jetc/ssh/sshd_config

MaxAuthTries 2

AllowGroups szkola

YR PoOom &

[ Wrote 124 lines ]
B¢ Get Help 8 Write out [ Where Is W Cut Text W Justify B8 Cur Pos Undo
W Exit i Read File [@] Replace WY Uncut Text [gI To Spell Wl Go To Line Redo




12. Restartujemy ustuge i sprawdzamy czy dziata odpowiednio.

Activities =] Terminal ~ wto 12:20
user1@ls18: ~

s File Edit View Search Terminal Help

root@ls18: fhomefadministrator# ssh user2@10.0.8.1 -p 2200
0.0.0.1's password:

Permission denied, please try again.

user2@10.0.0.1's password:

root@lsi8: fhome/administrator# ssh user1@10.0.8.1 -p 2200
userl@le.e.0.1's password:
Welcome to Ubuntu 18.04.6 LTS (GNU/Linux 4.15.08-167-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https: wscape.canonical.com
* Suppert: https://ubuntu.com/advantage

System information as of Tue Feb 15 12:20:47 UTC 2822

System load: € Processes: 244

Usage of of 8.79GB  Users logged in: |

Memory u 3 IP address for enp@s3: 10.8.0.1
Swap usage: ; IP address for enpBs8: 10.8.3.15

“
=
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* Super-optimized for small spaces - read how we shrank the memory
footprint of Microk8s to make it the smallest full K8s around.

https buntu.com/blog/microk8s-memory-optimisation

)

2 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

New release '20.84.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.




Blokowanie potaczenia danym grupom

13. W pliku konfiguracyjnym dopisujemy linie DenyGroups i grupe/y, ktére nie beda mogly sie
potaczyc.

Activities [E] Terminal ~ wto 12:29

s mc [root@ls18]:/etc/ssh
File Edit View Search Terminal Help

GNU nano 3

fetc/ssh/sshd_conf

= MaxAuthTries 2

=g

WenyGroups szkola

Fa
P

? \

Get Help 8 Write out Q8 Where Is 9 Cut Text stify M Cur Pos Undo
J Exit i Read File @ Replace Uncut Text Wl Go To Line Redo

Activities [] Terminal ~ wto 12:24

$s user2@ls18: ~
File Edit View Search Terminal Help

18: /home/administrator# ssh user1@10.0.0.1 -p 2260
userl@ie
Permission denied, please t
user1@i®.n.0.1's password:

.68.1 -p (1]

Welcome to .B-167-generic x8
https

https://landscape.canonical.com

https:/| , advantage

System information as of Tue Feb 15 12

System load: 0.0 Processes:
Usage of Users logged in: 1

Memory u IP address for enp® 108.
Swap usage: B IP address for enp®: [:

246

*

per-optimized for small spaces - read how we shrank the memory

footprint of Microk8s to make it the smallest full K8s around.
https buntu.com/blog/microk8s-memory-optimisation

2 updates can be applied immediately.

To see these additional updates run: apt list --upgradable

New release '20.84.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Tue Feb 15 11:54:1¢ from 10.0.0.1




