Konfiguracja serwera DNS — Linux

1. Pobieramy serwer DNS - Bind9, na egzaminie bedzie juz zainstalowany.

Activities [ Terminal ~ czw 09:54

+9

root@ls18: fhome/administrator
File Edit View S h Terminal Help
root@lsi8: fhome/a nulnl«trdtu)r# apt install bind9
Czytanie list pak ow... Gotowe
Budowanie drzewa zaleznosci
Odczyt informacji o stan .. e
bind9 is already the ne (1:9.11.3+dfsg-1ubuntul.16).
«tualizowanych, ® nowo instalowanych, ©® usuwanych i 6 nieaktualizowanych.
root@ls18: fhome/administrator#

2. Wchodzimy do katalogu /etc/bind.

Activities [ Terminal v

mc [root@ls18]:/etc/bind
File Edit Vie Search Terminal Help

—m— [~]>7 r<— [fhome/fadministrator ————.[*]>
=) Nazwa |R0Lmar|CLas modyfi||.n Nazwa Rozmiar |Czas modyfi
E oo NADRZED [15.02 67: 22

bind.keys 2761|27.10 11. 082 .cache 4096 (15.602 0815

db.e 237(30.09.2019 .config 4096 | 24. 17
. db.127 271|30.09.2019 .gnupg 4096 24.

db.255 237 .09.2019 .local 4096

db.empty 353 .09.2019 .mozilla 4096

db.local 270 .09.2019 .ssh 4096

db.root 3171 .09.2019 /Dokumenty 4096

named.conf 463 .09.2019 || /Muzyka 4096
named.co~1t-zones 498 .09.2019 ||/Obrazy 4096
named.conf.local 165 .09.2019 /Pobrane 4096
named.co~.options 890 .09.2019 /Publiczny 4096
rndc.key 77(24.01 16: 58| | /Pulpit 4096
zones.rfc1918 1317 .09.2019 /Szablony 4096

/Wideo 4096

NADRZED NADRZED

1868M/9003M (20%) 1868M/9003M (20!
Porada: ustawienie zmiennej CDPATH moze zaoszczedzic pisania przy cd.
root@lsi8: /etc/bind#
1 2 3 ‘ 6 7 8 9 10




Strefa wyszukiwania do przodu

3. Kopiujemy plik db.empty i nazywamy go egzamin.local, nazwa pliku nie ma znaczenia.

Activities [ Terminal

czw 09:55

—_—
Li 2

root@ls18: /homefadministrator
File Edit View Search Terminal Help
root@ls18: /home/administrator# apt install bind9
Czytanie list pakietow Gotowe

Budowanie drzewa zaleZnosci

Odczyt informacji o stanie..

bind9 is already the newest version (1:9.11.3+dfsg-1ubuntul.16).

® aktualizowanych, @ nowo instalowanych, @ usuwanych i 6 nieaktualizowanych.
root@ls18: /home/administrator# mc /etc

root@ls18: /etc/bind# cp db.empty egzamin.local

root@ls18: /home/administrator#

4. Otwieramy egzamin.local i go konfigurujemy, trzeba pamietac¢ aby zwiekszac¢ liczbe przy
Serial za kazdym razem gdy zmieniamy co$ w tym pliku.

=] Terminal ~

_
iy

mc [root@ls18]:/etc/bind
File Edit View Search Terminal Help

GNU nano 2.9.3 etc/bind/egzamin.local
; BIND reverse data file for empty rfc1918 zone

DO NOT EDIT THIS FILE - it is used for multiple zones.
Instead, copy it, edit named.conf, and use that copy.

STTL 86400
] IN SOA egzamin.local. root.egzamin.local. (
100 A
604800
6400
2419200 H
86400 ) ; Negative Cache TTL

nsl.egzamin.local.

lines

Cut T W Justify  gld Cur Pos
Uncut xtilll To Spell ¢l Go To Line

WY Get Help @Y Write Out @Y Where Is
W Exit Wil Read File @Y Replace




5. Nastepnie otwieramy plik named.conf.local i dopisujemy w nim nasza strefe wyszukiwania
do przodu.

Activities [ Terminal = czw 10:29

mc [root@ls18]:/etc/bind
File Edit View Search Terminal Help
GNU nano 2.9.3 etc/bind/named.conf.local

1/
// Do any local configuration here

1/

// organization
//include "fetc/bind/zones.rfc1918";
zone "egzamin.local” {

type master;

file "/etc/bind/egzamin.local”;

// Consider adding the 1918 zones here, if they are not used in your
| |

I —4

:f?

Wrote 11 lines
Wf Get Help [@¢ Write Out QY Where Is W Cut Text [ Justify We Cur Pos
W Exit Wil Read File [ Replace WY Uncut Text [l To Spell Wl Go To Line

6. Sprawdzamy konfiguracje plikéw poleceniem named-checkconf -z oraz named-checkzone
egzamin.local /etc/bind/egzamin.local.

Activities [ Terminal = czw 11:04
*‘ Q Settings Network

rook@ls18: fetc/bind
File Edit View Search Terminal Help
root@ls18:/etc/bind# named-checkconf -z
zone egzamin.local/IN: loaded serial 103
zone 0.0.10.in-addr.arpa/IN: loaded serial 186
zone localhost/IN: loaded serial 2
zone 127.in-addr.arpa/IN: loaded serial 1
zone O.in-addr.arpa/IN: loaded serial 1
zone 255.1in-addr.arpa/IN: loaded serial 1
root@lsi8:/etc/bind# named-checkzone egzamin.local /etc/bind/egzamin.local
zone egzamin.local/IN: loaded serial 183
0K
root@lsl8:/etc/bind#

‘!:’F & Power

@ Network



7. Restartujemy ustuge.

Activities [ Terminal ~ czw 10:30

root@ls18: fetc/bind
File Edit View Search Terminal Help
root@ls18: /etc/bind# systemctl status bind9
@ bind9.service - BIND Domain Name Server
Loaded: loaded (/lib/systemd/system/bind9.service; enabled; vendor preset: enabled
Active: active (running) since Thu 2022-82-17 10:30:03 UTC; 4s ago
Docs: man:named(8)
Process: 5808 ExecStop=/usr/sbinf/rndc stop (code=exited, status=0/SUCCESS)
Main PID: 6061 (named)
Tasks: 5 (limit: 23089)
CGroup: [system.slice/bind9.service
L6061 fusr/sbin/named -f -u bind

lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 ed[6061]: network unreachable resolving .ROOT-SERVERS.NET/A
lut 17 10:30:03 1s18 ed[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 ed[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET/A
lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET/A
lut 17 10:30:03 1s18 named[60@61]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
lut 17 10:30:03 1s18 named[6061]: network unreachable resolving .ROOT-SERVERS.NET /A
root@ls18: /etc/bind# mc

Y
<
=
=
.

root@lsis: fetc/bind#

8. Sprawdzamy na kliencie czy dziata.

Podglad [ Terminal ~ czw, 11:30

“.s (o} Ustawienia

T WIiFi

administrator@lc18: ~

Plik Edycja widok Wyszukiwanie Terminal Pomoc
administrator@lci8:~S$ nslookup egzamin.local
Server: 127.0.0.53
pAddress: 127.0.0.53#53

Non-authoritative answer:
Name : egzamin.local
Address: 10.0.0.1

administrator@lc18:~S nslookup nsl.egzamin.local
127.6.6.53
Address: 127.0.0.53#53

Non-authoritative answer:
Name : nsl.egzamin.local
Address: 10.0.0.1

S DoOMHa

administrator@lcis:~$ I

Fe_'




Strefa wyszukiwania wstecz

9. Kopiujemy plik db.127 i nazywamy go rev.egzamin.local, nazwa pliku nie ma znaczenia.

Activities [ Terminal ~ czw 10:33

root@ls18: Jetc/bind

File Edit View Search Terminal Help
root@ls18: /etc/bind# cp db.127 rev.egzamin.local
root@lsi8: /etc/bind# I

10. Otwieramy rev.egzamin.local i go konfigurujemy, trzeba pamietac aby zwiekszac liczbe
przy Serial za kazdym razem gdy zmieniamy co$ w tym pliku.

Activities [=] Terminal czw 11:02

‘,‘ (o} Settings Network

mc [root@ls18]:/etc/bind
. File Edit View Search Terminal Help
GNU nano 2.9.3 etc/bind/rev.egzamin.local Modified

E ; BIND reverse data file for local loopback interface

STTL 604800
@ IN egzamin.local. root.egzamin.local. (
166 o ial
604800 : Refresh
86400
2419200 H
604800 ) ; Negative Cache TTL

egzamin.local.
nsl.egzamin.local.
host.egzamin.local.
komputer.dns.egzamin.local.

Get Help Write Out Where Is WY Cut Text Justify &% Cur Pos
n n

W Exit Wi Read File Replace WY Uncut Text @l To Spell @l Go To Line

Ce& Power
MRl O¢ Network

B meedieas ~ I



11. Nastepnie otwieramy plik named.conf.local i dopisujemy w nim nasza strefe wyszukiwania
wstecz.

Activities [] Terminal ~ czw 10:32

mc [root@ls18]:/etc/bind

File Edit View Search Terminal Help

GNU nano 2.9.3 etc/bind/named.conf.local

1

// Do any local configuration here

1

J// Consider adding the 1918 zones here, if they are not used in your
J// organization
//include "fetc/bind/zones.rfc1918";
zone "egzamin.local" {

type master;

file "/etc/bind/egzamin.local”;
}:
zone "0.0.1.in-addr.arpa" {

type master;

file "/fetc/bind/rev.egzamin.local”;

1:1

Wrote 15 lines
We Get Help ¢ Write Out [@Y Where Is 8 Cut Text @ Justify W Cur Pos
W Exit Wil Read File @Y Replace WY Uncut Text @l To Spell Wl Go To Line

12. Sprawdzamy konfiguracje plikow poleceniem named-checkconf -z oraz named-checkzone
0.0.10.in-addr.arpa /etc/bind/rev.eqzamin.local.

Activities [E] Terminal ~ czw 11:05

Q.‘ (o} Settings Network

root@ls18: Jetc/bind
File Edit View Search Terminal Help
root@lsi8:/etc/bind# named-checkconf -z
zone egzamin.local/IN: loaded serial 183
zone 0.0.10.1in-addr.arpa/IN: loaded serial 106
zone localhost/IN: loaded serial 2
zone 127.in-addr.arpa/IN: loaded serial 1
zone O.in-addr.arpa/IN: loaded serial 1
zone 255.1in-addr.arpa/I loaded serial 1
root@ls18: /etc/bind# named-checkzone 0.0.10.in-addr.arpa /etc/bind/rev.egzamin.local

zone 0.0.10.1in-addr.arpa/IN: loaded serial 106
(0] 4
root@ls18: fetc/bind# I

Ce Power

Q! Network



13. Restartujemy ustuge.

Activities [5] Terminal ~ czw 11:05

Settings Network

root@ls18: fetc/bind

File Edit View Search Terminal Help
(0].4
root@ls18: /etc/bind# systemctl restart bind9
root@lsi18: /etc/bind# systemctl status bind9
@®bind9.service - BIND Domain Name Server
: loaded (/lib/systemd/system/bind9.service; enabled; vendor preset: enabled
active (running) since Thu 2822-82-17 11:85:14 UTC; 3s ago
: man:named(8)
Process: 7366 ExecStop=/usr/sbin/rndc stop (code=exited, status=8/SUCCESS)
Main PID: 7369 (named)
Tasks: 5 (limit: 2309)
CGroup: [system.slice/bind9.service
L7369 fusr/sbin/named -f -u bind

:14 1s18 named[7369]: network unreachable resolving .ROOT-SERVERS.NET /A
:14 1s18 named[7369]: network unreachable resolving .ROOT-SERVERS.NET /A
1518 named[7369]: network unreachable resolving .ROOT-SERVERS.NET /A
1518 named[7369]: network unreachable resolving .ROOT-SERVERS.NET /A
1518 named[7369]: network unreachable resolving .ROOT-SERVERS.NET/A
1518 named[7369]: network unreachable resolving .ROOT-SERVERS.NET/A
1518 named[7369]: network unreachable resolving .ROOT-SERVERS
1518 named[7369]: network unreachable resolving .ROOT-SERVER
1518 named[7369]: network unreachable resolving .ROOT-SERVER
1518 named[7369]: network unreachable resolving .ROOT-SERVERS.NET /A

& Power
M ¢ Network

I ~

Podglad [E] Terminal ~ czw, 12:05

Q Ustawienia

administrator@lcis: ~

Plik Edycja Widok Wyszukiwanie Terminal Pomoc
administrator@lc18:~$ nslookup 10.0.0.1
1.0.0.10.in-addr.arpa name = nsl.egzamin.local.

Authoritative answers can be found from:
administrator@lci8:~% nslookup 10.0.08.100
100.0.0.10.1in-addr.arpa name = host.egzamin.local.

100.0.0.10.1n-addr.arpa name = komputer.dns.egzamin.local.

dAuthoritative answers can be found from:

EDoN &

administrator@lcis8:~S I

)




Serwer slave

15. Instalujemy bind9 na drugim serwerze, otwieramy plik named.conf.local i konfigurujemy
strefy.

Activities [] Terminal = czw 12:26

Settings Network

mc [root@ls18]:/etc/bind
File Edit View Search Terminal Help
GNU nano 2.9.3 etc/bind/named.conf.local

// Consider adding the 1918 zones here, if they are not used in your
// organization
S/}include "fetc/bind/zones.rfc1918";

zone "egzamin.local" {
type slave;
masters {10.0.0.1;};
URE
zone "0.0.10.in-addr.arpa" {
type slave;
masters {10.0.0.1;};

Read 17 lines
Get Help Write Out Where Is @8 Cut Text Justify g& Cur Pos

& R Exit Wil Read File [@] Replace Uncut Textgll To Spell @l Go To Line
C& Power
LN
Ml S Network
"o
[ T ~

16. Restartujemy ustuge.

Activities [] Terminal ~ czw 12:26

Settings Network

root@ls18: fetc/bind

File Edit View Search Terminal Help

etc/bind# systemctl status bind9

rvice - BIND Domain Name Server

: loaded (/lib/systemd/system/bind9.service; enabled; vendor preset: en
active (running) since Thu 2022-82-17 12:20:39 UTC; 958ms ago
man:named(8)
25644 ExecStop=/usr/sbin/rndc stop (code=exited, status=0/SUCCESS)
PAL R ERE D]
5 (limit: 2310)
/system.slice/bind9.service
L 25856 Jusr/sbin/named - -u bind

named[25856]: transfer of '0.0.10.in-addr.arpa/IN' from 10.
named[2585 transfer of '0.0.10.1in-addr.arpa/IN' from 10.
1s18 named[25856 network unreachable resolving 'G.ROOT-SERVERS
1518 named[25856 network unreachable resolving 'G.ROOT-SERVERS
1518 zone egzamin.local/IN: Transfer started.
1s18 € 8 transfer of 'egzamin.local/IN' from 10.0.0.1#
1s18 ; B zone egzamin.local/IN: transferred serial 183
1s18 named[25856]: transfer of 'egzamin.local/IN' from 10.0.0.1#
12:20: 1518 named[2585 transfer of 'egzamin.local/IN' from 10.0.0.1#
1518 named[25856]: zone egzamin.local/IN: sending notifies (seri
root@ls18: /etc/bind# mc

& root@lsis: /etc/bind# |
¥ [Ce& Power

Ml =7 Network

Iﬂlih HHE'I l!!il IHI:' ‘l'nx ;:;’

)




17. Sprawdzamy na kliencie czy dziata.

Podglagd [=] Terminal ~ czw, 13:26

Anuluj
Informacje | Tozsamos¢ IPv4 IPv6 Zabg RCRIINSEERE OFRICTE S
Plik Edycja Widok Wyszukiwanie Terminal Pomoc
1000 Mb/s administrator@lc18:~$ nslookup host.egzamin.local
Server: 127.0.0.53
10.0.0.100 Address: 127.0.0.53#53
fe80::5168:417¢:84 X 5
SRLSITEALT Non-authoritative answer:
08:00:27:81:E8:98 NELIEH host.egzamin.local
Address: 10.0.0.100
10.0.0.1
10.0.0.2 administrator@lci8:~$ nslookup 10.0.0.1
1.0.0.10.1n-addr.arpa name = nsl.egzamin.local.

v
(3't3czenie automatyczne Authoritative answers can be found from:

¥ Dostepna dla innych uzytkownikow <
< &P Y y administrator@lci8:~$

Ograniczenie uzycia danych w tle

Y
%
=
==




Serwery DNS na ktdore ma przekazywag, jesli nie ma u siebie

18. Otwieramy plik named.conf.options i odkomentowujemy opcje forwarders, oraz ustalamy
adresy serweréw DNS.

Activities [ Terminal ~ czw 1228

—=
vty

mc [root@ls18]:/etc/bind

File Edit View Search Terminal Help

GNU nano 2.9.3 etc/bind/named.conf.options

options {
directory "/varfcache/bind";

// If there is a firewall between you and nameservers you want
J// to talk to, you may need to fix the firewall to allow multiple
// ports to talk. See http://www.kb.cert.org/vuls/id/8ee113

If your ISP provided one or more IP addresses for stable
nameservers, you probably want to use them as forwarders.
Uncomment the following block, and insert the addresses replacing
the all-0's placeholder.

root key being pired,

Get Help Write Out Where Is Justify [d€ Cur Pos
B Exit il Read File @Y Replace Uncut Texti@ll To Spell M Go To Line

Activities ] Terminal = czw 12:26

Settings Network

root@ls18: fetc/bind

File Edit View Search Terminal Help
root@ls18: /etc/bind# systemctl status bind9
®bind9.service - BIND Domain MName Server
Loaded: loaded (/lib/systemd/system/bind9.service; enabled; vendor preset: en
Active: active (running) since Thu 2022-02-17 12:20:39 UTC; 958ms ago
Docs: man:named(8)
Process: 256 ExecStop=/usr/sbin/rndc stop (code=exited, status=0/SUCCESS)
Main PID: 25856 (named)
Tasks: 5 (limit: 2318)
CGroup: /system.slice/bind9.service
L25856 fusr/sbin/named -f -u bind

12:20: 18 transfer of '0.0.10.1in-addr.arpaf/IN' from 10.
12:20: e B transfer of '8.0.10.1in-addr.arpa/IN' from 1.
12:20: 18 named[2585 network unreachable resolving 'G.ROOT-SERVERS
12:20: 18 named[25856]: network unreachable resolving 'G.ROOT-SERVERS
12:20: named[2585 zone egzamin.local/IN: Transfer started.

12:20: 3 transfer of 'egzamin.local/IN' from 10.0.0.1#
12:20: 3 zone egzamin.local/IN: transferred serial 103
12:20: 3 € B transfer of 'egzamin.local/IN' from 10.0.0.1#%
12:20: € transfer of 'egzamin.local/IN' from 10.0.0.1#
12:20: zone egzamin.local/IN: sending notifies (seri

‘!:‘F C& Power

Ml =2 Network



20. Sprawdzamy na kliencie czy dziata.

Podglad F=] Terminal « czw, 13:30

*’ Q, Ustawienia

=
=
ES

)

administrator@lc18: ~

Plik Edycja wWidok Wyszukiwanie Terminal Pomoc

administrator@lc18:~5 nslookup 8.8.8.8
8.8.8.8.1n-addr.arpa name = dns.google.

Authoritative answers can be found from:

administrator@lci8:~5 nslookup google.com
Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:

Name : google.com

Address: 172.217.16.46

Name: google.com

Address: 2a00:1450:401b:805::200e

administrator@lciB8:~$ I

[& zasilanie

o Siec
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